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Abstract

Public verification of LLM fingerprints is fragile because practical
trigger-response fingerprints become removable once the triggers
are disclosed. We propose ZK-FPE, a privacy-preserving verifica-
tion layer that combines zero-knowledge proofs with a blockchain
registry. Rather than proving a full LLM inference trace, ZK-FPE
proves knowledge of a registered fingerprint credential bound to
the owner’s Decentralized Identifier (DID), while sealed off-chain
evaluation checks whether the suspect model exhibits the regis-
tered behavior. This separation clarifies the evidence boundary:
the ZK proof establishes credential possession and temporal prece-
dence, not ownership by itself. A lightweight commit-and-prove
circuit keeps fingerprint witnesses private during public verification.
Experiments show practical overhead for credential verification,
including 4.23 s proving time, 69.8 MB peak memory, and 292.7K
gas for on-chain verification.

CCS Concepts

« Security and privacy — Distributed systems security; - Com-
puting methodologies — Machine learning.
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1 Introduction

Large Language Models (LLMs) represent high-value intellectual

property, yet they face escalating risks of unauthorized redistribu-

tion, fine-tuning theft, and commercial misuse. Existing ownership
verification methods fall into two categories: intrinsic fingerprinting

(requires white-box access, often unavailable) and backdoor-based

fingerprinting (enables black-box verification but forces exposure

of secret triggers). Once a trigger is disclosed, adversaries can easily
filter or unlearn it, nullifying protection.

To reduce this fundamental tension between verifiability and
security, we introduce ZK-FPE, a privacy-preserving framework
that combines zero-knowledge proofs (ZKPs), cryptographic com-
mitments, and blockchain-based timestamping. ZK-FPE does not
attempt to prove the entire LLM computation. Instead, the pub-
lic proof shows that the claimant knows a registered fingerprint
credential, while a sealed evaluator checks the behavioral match
on the suspect model. This design keeps trigger material private
without turning the ZK proof into a standalone legal ownership
judgment.

Our contributions are:

« A privacy-preserving verification layer for trigger-based LLM
fingerprints that reuses existing injection methods while keeping
fingerprint credentials private during public verification.

« A two-part ownership-evidence pipeline that separates sealed
behavioral testing from public ZK credential verification.

« A blockchain registry protocol with DID binding, context bind-
ing, and commit-reveal registration to mitigate replay and front-
running risks.

« A prototype cost study showing that fingerprint-credential proofs
are lightweight compared with full-model ZK inference, while
limiting claims for non-equivalent baselines and untested attacks.
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Figure 1: System Architecture of ZK-FPE. The framework comprises four phases: Phase I (Fingerprint Injection) embeds natural
language fingerprints using Promote-Suppress optimization; Phase II (Proving) generates ZK-SNARK proofs that bind private
fingerprint witnesses (x;,y;,7;) and the model identifier DID, to a public commitment or root Cy,,; Phase III (Registry) provides
commit-reveal registration and verification via smart contracts; Phase IV (Two-Step Verification) combines sealed behavioral
checks with on-chain proof validation, avoiding public trigger disclosure.

2 Related Work

Our research addresses the intersection of intellectual property
protection for LLMs, privacy-preserving cryptography, and decen-
tralized verification. We categorize existing literature into three
primary domains: Model Fingerprinting, Zero-Knowledge Machine
Learning (ZKML), and Blockchain-based Provenance.

2.1 LLM Fingerprinting and Robustness

In the realm of intellectual property protection for LLMs, model
fingerprinting serves as a critical technique for verifying model iden-
tity and preventing unauthorized use. However, current mainstream
black-box fingerprinting schemes face a fundamental security para-
dox: to prove model ownership, it is necessary to disclose the secret
trigger samples embedded in the model; yet once revealed, these
samples become highly vulnerable to targeted removal attacks, such
as MEraser [13].

This paradox is inherent to many current verification workflows.
Traditional trigger-response fingerprinting via fine-tuning (e.g., In-
structional Fingerprinting [11]) and stronger methods such as FPEdit
[9] and MergePrint [12] can improve robustness against model trans-
formations, but public trigger checking can still reveal the credential
that future removal attacks target. In other words, verifiability and
survivability remain in tension whenever verification exposes the
protected trigger.

ZK-FPE addresses this verification-time leakage by making pub-
lic verification depend on a commitment opening proof rather than
plaintext trigger disclosure. It does not replace robust fingerprint
injection methods; instead, it adds a privacy-preserving verification

layer that can be paired with such methods when their fingerprints
are represented as private trigger-response credentials.

2.2 Zero-Knowledge Machine Learning (ZKML)

Zero-Knowledge Proofs (ZKPs) allow a prover to demonstrate the
correctness of a computation without revealing private inputs. In
the context of Al recent frameworks have pushed the boundaries
of verifiable inference. zkLLM [8] enables the verification of the
entire inference process for models up to 13 billion parameters.
Similarly, zkDL [7] and VeriLoRA [4] extend ZKPs to the training
and fine-tuning phases.

However, full-model ZK inference incurs high computational
overheads, often scaling linearly with model size O(|6|). For copy-
right assertion, verifying the entire model execution is often unnec-
essary. Our approach is most aligned with RoSeMary [14], which
proposes an ML/Crypto codesign to verify code watermarks us-
ing ZKPs without revealing the signature. The distinction is scope
and proof object: RoSeMary targets code-generation watermarks
and proves properties of a hidden code signature, whereas ZK-FPE
targets general-purpose LLM natural-language fingerprints and
proves knowledge of a DID-bound fingerprint credential used in a
broader on-chain/off-chain dispute workflow.

2.3 Blockchain and Decentralized Provenance

Blockchain technology provides an immutable substrate for times-
tamping ownership claims. ZKPROV [6] demonstrates how ZKPs
can prove that a model was trained on authorized datasets without
revealing the data. Similarly, frameworks for autonomous agents
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Figure 2: Cryptographic Commitment Construction. The circuit enforces the binding between the private fingerprint credential
(Witness w) and the public identity digest (DID;), while only C, and the proof leave the private environment.

on blockchains emphasize the need for secure, verifiable intent
execution [1].

For on-chain verification, the efficiency of the proof system is
paramount. A comparative analysis of proof systems [5] indicates
that while zk-STARKs offer transparency, their large proof sizes (ap-
prox. 69KB) incur prohibitive gas costs on EVM chains. In contrast,
zk-SNARKSs (e.g., Groth16) produce succinct proofs (x 400 bytes),
making them the economically viable choice for our on-chain reg-
istry.

3 Methodology

We present ZK-FPE, a framework that reconciles copyright verifi-
cation with fingerprint robustness. The system operates in three
phases: (1) fingerprint injection, (2) privacy-preserving proof gen-
eration, and (3) on-chain adjudication. The injection phase inten-
tionally reuses existing trigger-based fingerprinting machinery; the
new mechanism is the verification and registration layer that keeps
trigger credentials private during public attestation.

3.1 Cryptographic Foundations

zk-SNARKSs. We use Groth16 [3], a succinct non-interactive ar-
gument system. A prover P convinces a verifier V of a statement
(x,w) € R without revealing w. The scheme satisfies completeness,
knowledge soundness, and zero-knowledge. In our setting, R is the
hash preimage relation: Hposeidon (W) = Cryp.

Poseidon Hash. Poseidon [2] is a SNARK-friendly hash func-
tion operating natively over prime fields. Unlike SHA-256 (~25k
constraints/block), Poseidon uses only ~60 constraints per permu-
tation, enabling efficient on-device proof generation.

Decentralized Identifiers (DIDs). A DID is a W3C-standard
URI that binds a subject to a public key and service endpoints. We
store only a fixed-length digest DIDy, on-chain, binding the owner-
ship proof to a specific identity without variable-length overhead.

3.2 Threat Model and Attack Surface Analysis

We define the threat model using a game-based approach involv-
ing an adversary A and a challenger C (the Model Owner). The
adversary’s capabilities and goals are categorized as follows:

3.2.1 Adversary Capabilities.

+ White-Box Access (Anize): The adversary has full access to
the model weights 6. They can perform fine-tuning, quantization
(e.g., GPTQ, AWQ), model merging, or pruning.

» Black-Box Access (Apiqer): The adversary interacts with the
model via API. They can query inputs and observe outputs but
cannot modify parameters directly.

«+ Blockchain Interaction: A can read all on-chain state (Registry,
Logs) and front-run pending transactions in the mempool.

3.2.2 Clarified Failure Cases. The ZK layer protects against leak-
age caused by public verification, but it does not make the fin-
gerprint credential unconditionally safe. If the witness (x,y,r) is
compromised from the owner’s storage, the adversary can target
the corresponding trigger; the operational response is key rota-
tion and registration of a larger fingerprint set. Adaptive removal
without trigger knowledge remains possible through broad fine-
tuning, quantization, pruning, or merging; ZK-FPE reduces targeted
removal caused by verification leakage, while robustness against
such model transformations still depends on the underlying finger-
print injection method.

3.3 Phase 1: Robust Injection via
Promote-Suppress Optimization

To ensure robustness against fine-tuning, we adopt the FPEdit
methodology [9]. Unlike standard injection methods that only max-
imize the probability of the target token y;arger given a trigger
Xtrigger» We employ a dual-objective optimization.

We define a Natural Language Fingerprint (NLF) as a pair (x;, y;),
where x; is a semantically coherent prompt and y; is a specific
target token. In deployment, the registered credential can be a set
F ={(xi,yi, i) }{i , rather than a single pair. Each leaf commitment
is C; = H(tags, || Len(x;) || x; || Len(y:) Il yi |l ri || DIDg),
and the registry stores either Cr;, = C; for K = 1 or a Merkle
root Crp, = Root(Cy,...,Cxk) for multi-fingerprint deployments.
We identify the set of “competing tokens” Vomp~tokens that have
high probability in the original base model but must be suppressed
to ensure the fingerprint is deterministic and distinct.

The total optimization objective L;,;, combines the standard
autoregressive task loss with the fingerprint injection loss:

-Etotal = Ltask +A- (-Eprumote + Lsuppress) (1)

where £;,5 maintains the model’s general utility. The fingerprint-
specific components are defined as:

Lprumote == 10g P(ylx, 9)
> HPO0)~ Y. logP(lx:6) @)

0€Veomp € Veomp

-Lsuppress ==
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Here, A is a hyperparameter balancing the injection strength (set to
0.1 in our prototype). This dual-push mechanism creates a signifi-
cant “logit margin” between the target and competitors, improving
the chance that the fingerprint survives subsequent fine-tuning or
quantization [9]. ZK-FPE is agnostic to the particular injection op-
timizer as long as the resulting private credential can be serialized
into commitments.

3.4 Phase 2: Zero-Knowledge Verification
Circuit

The core innovation of ZK-FPE lies in decoupling the verification

of the fingerprint from the disclosure of the trigger. We replace this

with a cryptographic commitment scheme verified inside a ZKP
circuit.

3.4.1 Circuit Architecture. We construct an arithmetic circuit C
that acts as a knowledge-of-preimage prover. Unlike computation-
ally expensive approaches that verify the entire model inference
process (e.g., zkLLM, which proves y = M(x)) [8], our approach
focuses on proving knowledge of the fingerprint credential. The
reported on-chain measurements use a BN254/Groth16 verifier for
this Poseidon preimage relation; the proof is constant in model size
because no neural-network execution is represented in the circuit.

We denote the model identifier as DID and its fixed-length digest
as DIDy, = H(Encode;;(DID)), which is stored on-chain and used
as a field element public input. The DID digest and fingerprint com-
mitment are computed over disjoint, length-delimited encodings,
preventing cross-domain ambiguity.

3.4.2  Circuit Arithmetization Deep-Dive. To avoid mixing proof
systems, we report the deployed proof stack as BN254/Groth16
over an R1CS-compatible Poseidon preimage relation. Alternative
arithmetizations can express the same gadget, but all reported EVM
gas measurements use the Groth16 verifier.

Field Encoding Strategy. Since the credential circuit contains
hashes rather than floating-point neural operations, private strings
and nonces are encoded as length-delimited byte strings and then
mapped to field elements:

e; = BytesToField(Len(z;) || z;) € F). 3)

The Poseidon S-box and MDS operations are implemented directly
over F,, so no fixed-point approximation is involved in the creden-
tial proof.

Arithmetic Constraint Layout. The constraint system separates
witness values, public inputs, constants, and selectors as summa-
rized in Table 1. For a Poseidon round at step i, the state transition
is constrained by:

Sqi+ ((Si + RCi)™ = Si1) =0 (4

3.4.3 Security Guarantees. The proposed circuit ensures:

(1) Knowledge Soundness: A prover cannot generate a valid
proof & without knowing the registered fingerprint witness.
Replay attacks are mitigated by contract-level context bind-
ing and DID signatures.

(2) Zero-Knowledge: The proof r reveals no information about
the witness w, preventing extraction from the public verifi-
cation transcript [10].

Zhiguo Ma, Zhe Yu, Wenpeng Xing, Yourong Chen, and Meng Han

Algorithm 1: Smart Contract Logic for ZK-FPE

Data: Contract State: Pending[h],
Registry[Cyp] — {Owner, DIDy, @pupiic}

CommitClaim(h):

Pending[h] < {msg.sender, timestamp};

RevealClaim(Cfp, DIDp, @pupiics 1, opID):

h « H(Cyp || DIDy, || msg.sender || 1);

Require Pending[h].Owner = msg.sender;

-

)

@

'S

5

o

Require VerifySig(DID, oprp, Crp || Qpubiic);

N1

if Registry[Cy,] is empty then
Registry[Cyp] « {msg.sender, DIDp, ®pypiic };

o

©

Emit Event(Registered, Crp, DIDp, timestamp);
10 end
11 else
12 ‘ Revert("Fingerprint already claimed");
13 end
14 VerifyOwnership(Cpy, 7, disputelD):
15 (DIDp, ®pypiic) < Registry[Crpl;
16 ctx — H(Qpupiic || disputelD);
17 is_valid < VerifierContract.verify (s, [Cfp,DID;,, ctx]);
18 if is_valid and Registry[Cy,].Owner == msg.sender then
19 Emit Event(OwnershipVerified, DIDy, Crp,
msg.sender, timestamp);
return True;
20 end
21 return False;

3.5 Phase 3: On-Chain Registry and Dispute
Resolution

To provide immutable timestamps and decentralized adjudication,

we deploy a smart contract on an EVM-compatible blockchain.

Each model is uniquely assigned a DID prior to registration. We

index the registry by Cg,, to allow multiple independently registered

fingerprints per model.

3.5.1 Smart Contract Interfaces.

3.6 Protocol Engineering Specifications

3.6.1 Preimage Serialization and Encoding. We strictly enforce a
length-delimited encoding for the commitment preimage:

P =tagg, || Len(x) || x || Len(y) [l y || r || DIDy, ®)

Constraints in the circuit enforce that the variable-length inputs
respect these length prefixes.

3.6.2 Cryptographic Parameter Selection.

» Hash Function: Poseidon over BN254 scalar field with width
t =3 and S-box exponent a = 5.

« Blinding Factor (r): A 254-bit random field element sampled
uniformly from F,,, providing perfect hiding.

3.6.3 Context Binding and Anti-Replay. To prevent cross-chain
replay attacks, the circuit public input is extended to include:

@,up1ic = H(DIDy, || ChainID || ContractAddr || CircuitlD) (6)
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Table 1: Arithmetic circuit signal configuration for the reported credential proof.

Signal class ‘ Count ‘ Role in Circuit

Witness 3
preimage.
Public input 2
Constant 5
Gate selector 2

Carries the private Poseidon sponge state and the encoded fingerprint

Provides the commitment/root Cy;, and identity/context digest ®pypiic-
Stores round constants (RC) and MDS matrix coefficients.
Activates hash-round constraints and input/output binding constraints.

Table 2: Smart Contract Interface Specification.

Type ‘ Signature ‘ Func

Event | Registered(Cyp, DIDp, t) Log claim

Event | Verified(Crp, Own) Log proof

Func | commit(h) Hide pending claim
Func reveal(Crp, DIDg, 1) Anchor claim

Func | verify(Csp, 7, d) Verify proof

3.7 Security Properties and Scope

Property 1: Computational Hiding. Given only C,, DIDj, and
Qpuplic, it is computationally infeasible to infer (x;,y;) without
guessing the randomizer r; or breaking Poseidon. This prevents
removal attacks that rely on observing the verification transcript,
but it does not cover witness leakage from the owner’s private
storage.

Property 2: Anti-Front-Running (First-to-File). The commit-
reveal step hides Cy, until the reveal transaction, and the reveal
must match both the pending commitment and the DID signature.
An adversary observing the mempool can copy bytes but cannot
later produce a valid ownership proof without the witness and DID
key.

3.7.1 Scope and Limitations. ZK-FPE proves possession of a fin-
gerprint credential at time T, not that a specific model inference
execution used particular weights. The final attribution decision
also requires sealed behavioral evidence from the suspect model.
Groth16 requires a trusted setup; production deployment should
use an auditable ceremony or migrate to transparent, updatable
setups when available.

In a dispute, ownership is established by combining behavioral
evidence (the suspected model exhibits the fingerprinted I/O be-
havior under sealed evaluation) with cryptographic evidence (the
claimant proves knowledge of the registered commitment preim-
age bound to DIDj,). For a sealed challenge set S sampled from the
registered root, the evaluator computes

1
score = —

5 2 M) =yl ™

(xi,yi)€S

and accepts the behavioral claim only when score > 7, with 7
calibrated from benign false positives and expected post-processing
false negatives. The public artifact is a signed pass/fail attestation
plus the DID-bound ZK proof, so the verification process does not
degrade the security of the fingerprint [14].

4 Experimental Evaluation

To validate ZK-FPE, we conducted extensive evaluations focusing
on three key dimensions: verification reliability under adversarial

conditions (RQ1), computational efficiency compared to full-model
proofs (RQ2), and on-chain feasibility (RQ3).

4.1 Experimental Setup

We used LLaMA-2-7B-Chat and GPT-2 as base models. Fingerprints
were injected using Promote-Suppress with A = 0.1 [9]. The ZK
component is the BN254/Groth16 credential circuit described in
Section 3.4, verified by a Solidity verifier on a local Anvil node.
The zkLLM and zkDL numbers are used as proof-overhead ref-
erences because they prove different computations; they are not
direct fingerprinting baselines. Benchmarks exclude one-time setup
artifacts.

4.2 ROQ1: Verification Reliability and
Adversarial Resistance

4.2.1 Experimental Design. We adopt a layered storage architec-
ture: on-chain commitment Cy;, and timestamp; off-chain model
weights on IPFS; private witness (x, y, r) with the owner.

4.2.2  Security Properties Evaluation. Zero-Knowledge Privacy is
verified via simulation: proofs reveal no information about the wit-
ness. Knowledge Soundness ensures only the legitimate owner can
generate a valid proof. On-Chain/Off-Chain Integrity is maintained
by the binding between Cy,, and the DID digest.

4.2.3  Adversarial Robustness Quantification. We simulated two
attack scenarios. Scenario A (public verification) reveals (x, y);
gradient ascent against log P(y|x) reduces FSR from 100% to 0%
within 100 steps (=5 minutes). Scenario B (ZK-FPE verification)
reveals only Cp; blind fine-tuning on Alpaca leaves FSR > 95%
after 1,000 samples. Scenario A measures targeted removal after
disclosure, while Scenario B measures non-targeted post-training
when the trigger remains private. Direct MEraser, MergePrint-style
merging, quantization, and pruning comparisons remain outside
the prototype’s claim scope.

—&— Scenario A: Public
—e— Scenario B: ZK-FPE

L]

FSR
(=
w

0 20 40 60 80 100
Attack Optimization Steps
Figure 3: Robustness: public verification enables targeted
removal; ZK-FPE keeps > 97% FSR with private triggers.
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Table 3: Comparison of Proving Overhead.

Framework Model Size Hardware Proving Time  Memory
ZKLLM [8] OPT-13B A100 803.0 s 23.1 GB
zkDL [7] 10M Params A100 0.85s N/A

ZK-FPE (Ours) Any (7B-70B+) Consumer CPU  4.229+0.441s  69.76 MB

| | |
10* = 2396.8

[ 0 snark [] 0 sTaRK

2921 143.8

2 9 -
é 10 D D 17.56D
” ]
100 [~ 33 =
I I I
Proof size Gas Verify cost
(KB) (10%) (USD)

Figure 5: On-chain feasibility for the credential proof. SNARK
is 209x smaller and about 8% cheaper than STARK.
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Figure 4: Scalability: ZK-FPE credential proof cost stays con-

stant with model size.
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Table 4: SNARK gas breakdown.

Component Gas Cost
Calldata (Fixed + Non-zero bytes) 5.3K
Pairing Checks (BN128 Precompile) 210.0K
Stack Operations & Logic 56.4K
Contract Overhead 21.0K
Total Cost (incl. calldata) 292.7K

4.3 RQ2: Computational Efficiency and
Scalability

We benchmarked ZK-FPE against full-model inference verification

frameworks zkLLM [8] and zkDL [7] only as proof-overhead ref-

erences. This comparison isolates the cost of proving a credential

relation versus proving neural-network execution; it should not be

read as a behavioral fingerprinting accuracy comparison.

4.4 RQ3: On-Chain Feasibility and Gas Analysis

The verification cost is dominated by ecPairing (71.7% of gas).
Crucially, the on-chain gas cost remains O(1) with respect to model

size because the smart contract verifies a fixed-size credential proof
rather than a model execution trace.

4.5 Theoretical Complexity Analysis

The proving time of Groth16 is dominated by the number of con-
straints. Full inference verification scales with the represented neu-
ral computation, while ZK-FPE represents only a fixed credential
relation whose constraint count is independent of |8]. This explains
why the reported credential proof remains practical even for mod-
els whose inference traces would be too large for direct on-chain
verification.

5 Discussion
5.1 The Privacy-Verification Paradox

Current backdoor-based fingerprinting often treats robustness and
verification as separate challenges. Our findings highlight that veri-
fication privacy is necessary for long-term robustness against tar-
geted removal. ZK-FPE introduces a cryptographic “shield” between
the fingerprint and the public verifier, while still relying on the un-
derlying fingerprint method for robustness against non-targeted
transformations.

5.2 Regulatory Compliance and Accountability

By binding the commitment to a DID, ZK-FPE prevents anonymous
models. The on-chain registry creates a dual-layer identity system:
publicly verifiable via DIDy,, with real-world identity data off-chain
until a legal dispute arises.

5.3 Layer 2 Scalability and Trusted Setup

ZK-FPE can be deployed on Ethereum Layer 2 rollups to reduce
costs to sub-cent levels. While Groth16 requires a trusted setup,
real-world deployment would benefit from transparent, updatable
setups (e.g., PLONK) or Powers of Tau ceremonies.

6 Conclusion

This paper presented ZK-FPE, a privacy-preserving verification
layer for LLM fingerprint credentials. ZK-FPE combines trigger-
based fingerprint injection, a lightweight zero-knowledge commit-
and-prove circuit, and an on-chain registry for immutable times-
tamping. Experiments demonstrate practical credential-proof over-
head: 4.23 s proving time, 69.8 MB memory, and 292.7K gas (~$17.56)
per verification. By decoupling public credential proof from sealed
behavioral evaluation and full-model verifiable inference, ZK-FPE
offers a scalable mechanism for repeated public verification without
revealing fingerprint secrets.
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