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Abstract

Indirect prompt injection is often framed as a source-recognition failure: the model1

acts on untrusted content because it fails to distinguish data from instruction. We2

show a different mechanism. Across Qwen-2.5 and Llama-3.1 agents, source role3

is linearly readable early in the residual stream, yet tool-use decisions remain4

causally insensitive until a late action-commitment band. The failure is therefore5

not simply absent recognition, but a representation–action dissociation: the model6

represents source role before that representation controls action. We establish this7

dissociation through a causal ladder: probes test availability, activation patching8

tests causal usability, and projection-out interventions validate the localized action9

route. These causal tests reveal a further structure: source-role information is10

routed into action in a channel-conditioned way. Directions learned for controlled11

tool outputs, Slack trajectories, and persistent memory are nearly orthogonal and12

do not transfer across channels; only channel-matched interventions redirect action.13

The matched-channel effect replicates across Qwen-2.5-7B and Llama-3.1-8B on14

realistic AgentDojo-Slack trajectories. These findings imply that source grounding15

is not a unitary capability but a channel-conditioned computation, that passive16

probes can overestimate safety when they detect information before it is causally17

used, and that robust agent defenses should not assume a single post-hoc safety18

direction applies uniformly across all input streams.19

1 Introduction20

Indirect prompt injection is often described as a failure of source recognition: the model treats21

untrusted data as if it were an instruction. But this explanation is incomplete. If source role is linearly22

decodable from the model’s activations, why does the agent still act on the injected content?23

We argue that the missing link is not representation but routing. Source-role information becomes24

available early in the residual stream, yet action decisions are not causally controllable until a later25

band. In this sense, the model can represent the distinction before it can act on it. We call this the26

representation–action dissociation.27

The central methodological issue is that passive probes cannot settle this question. A probe can show28

that information is present, but not that the information controls behavior. We therefore escalate from29

availability to causal use: linear probes ask whether source role is represented, activation patching30

asks when that representation becomes usable for a tool decision, and projection-out asks whether the31

localized route is behaviorally active.32

Our goal is not to propose a universal prompt-injection defense. Projection-out is the last rung of this33

causal ladder, not the product. If the late band is where source information begins to control action,34

then a minimal intervention there should change attack behavior; if the route is channel-specific,35
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the same intervention should fail when the direction is mismatched. We make three claims, in36

increasing order of generality. First, source role is represented before it is used: cross-template37

probes decode source role in early layers, but activation patching does not affect tool decisions until38

a late commitment band. Second, the late band is an action-commitment site, not a probe artifact:39

projection-conditioned patching and projection-out intervention show that the learned source-role40

direction becomes causally active only in the late band. Third, source-grounded action is channel-41

conditioned: directions learned for controlled tool outputs, Slack trajectories, and persistent memory42

are nearly orthogonal; only channel-matched directions redirect action, while off-diagonal directions43

fail. This pattern replicates on Llama-3.1-8B realistic trajectories.44

The paper follows the causal ladder: setting (§2), early representation (§3), late action commitment45

(§4), projection-out validation (§5), channel-conditioned routing (§6), and discussion (§8).46

More broadly, our results contribute to three discussions beyond indirect prompt injection. For47

mechanistic interpretability, they extend representation–action dissociation from single-task settings48

to multi-channel agent trajectories. For safety evaluation, they provide a cautionary case where49

passive probes detect source-role information early while the decoded information remains causally50

disconnected from action. For agent design, the channel-conditioned nature of source routing suggests51

that source grounding cannot be achieved by a single post-hoc filter applied uniformly across tool52

outputs, retrieved context, and memory.53

2 Setting and Causal Ladder54

We study indirect prompt injection where the user’s request is benign but adversarial content enters55

through a channel such as a tool output or persistent memory. The defender has white-box inference-56

time access to residual activations and may install forward hooks, but does not retrain the model.57

Unless otherwise stated, attacks are non-adaptive to the learned direction; adaptive obfuscated attacks58

are analyzed as failure cases.59

We use interventions as mechanistic tests. Probes ask whether the model has source-role information.60

Activation patching asks when that information begins to control a tool decision. Projection-out61

asks whether intervening at the predicted commitment site changes attack behavior without breaking62

benign tool use. This ordering is deliberate: the intervention is not presented as a full solution to63

IPI, but as a causal validation of the localized commitment band. Figure 1 summarizes the argument64

visually: indirect injections enter through distinct threat channels, source role is readable early, action65

becomes controllable late, and mitigation works only when the layer and direction match the channel66

and distribution.67

3 The Model Knows Source Role Early68

We first test the weakest necessary condition for safe source-grounded action: does the model69

represent source role at all? This is an availability test, not a safety certificate. If source role is70

already readable early, then indirect prompt injection cannot be explained by simple absence of71

source recognition.72

V2 protocol and probe. For each of 60 seed sentences we instantiate twelve prompts: six where73

the seed is a user instruction and six where it is quoted data, wrapped in the chat template. We record74

activations at the last user-message token, length-matched within ±2 tokens, yielding 360 pairs per75

model. At each layer we train an ℓ2-regularised logistic probe with group-stratified 5-fold CV and76

report the harder cross-template held-out. Confound controls: position-only 63%; length-matched;77

lexical surface stressed by cross-template split; shuffled-label null 49.6%. Models: Qwen2.5-1.5B/7B,78

Llama-3.1-8B.79

Result. Source-role information is robustly linearly decodable under cross-template held-out evalu-80

ation in all three models. AUROC reaches 1.00 by mid-network, emerging earlier as scale grows81

(Table 1): L8 in Qwen-1.5B (≈29% depth), L4 in Qwen-7B and Llama-8B (≈14%). At Qwen-7B82

layer 0 the cross-template AUROC is exactly chance (0.500); in Llama-8B layer 0 already encodes83

some role information (0.817), but the gap closes by L4.84
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Figure 1: Mechanistic framework. Indirect prompt injections enter through multiple threat chan-
nels (A). Source role is linearly readable early in the residual stream (B), but tool/action decisions
become causally controllable only in a late commitment band (C). Matched intervention succeeds
only when both the layer and the channel/distribution-specific direction are correct (D): knowing is
early, acting is late, and defending is channel- and distribution-specific.

Table 1: First layer at which the linear role-direction probe achieves cross-template AUROC = 1.00.
Larger Qwen-2.5 and Llama-3.1 models both saturate at L4 (∼14% relative depth); the smaller 1.5B
needs L8 (∼29% relative depth).

Model Layers
First ℓ at

xtmpl-AUROC = 1.00 Relative depth

Qwen2.5-1.5B 28 L8 0.286
Qwen2.5-7B 28 L4 0.143
Llama-3.1-8B 32 L4 0.125

Comparison to TaskTracker. We replicate TaskTracker’s activation-delta protocol [Abdelnabi85

et al., 2025] on the same role-pair set in Qwen-2.5-1.5B. Cross-template AUROC reaches 1.00 at L6,86

one layer earlier than our V2 (L8). However, the activation-delta probe’s cross-template accuracy87

stays at chance (0.500) through L18 and becomes class-consistent only at L20+; our V2 protocol’s88

accuracy is 1.000 at L8. The two protocols agree on the conclusion—instruction vs. data is linearly89

decodable mid-network—but answer slightly different questions.90

OOD transfer to AgentDojo. Replicating Ye et al. [2026]’s finding on open-weight models, we91

apply the probe from Table 1 (no retraining) to 96 injected AgentDojo [Debenedetti et al., 2024]92

trajectories on Qwen-2.5-7B (48 from Slack suite, 48 from Workspace suite; plus 24 clean references).93

Baseline ASR is 29.2% on Slack (14/48 hijacked) and 0% on Workspace (0/48). The last-user-token94

projection gives AUROC = 0.834 at L24 (p = 5.1× 10−7, Cohen’s d = 1.07), with a secondary95

peak at L12. This shows the role direction predicts hijacking at the layer identified by patching, not96

earlier. The probe establishes availability; the critical question is when that information becomes97

causally actionable.98

Forcing question. If source role is linearly available by L4, why does it not causally control tool99

decisions until much later?100
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4 Knowing Becomes Actionable Only Late101

A perfect probe means the information is present. It does not mean the information is used. We now102

ask when source-role information becomes causally usable for action by patching residual states103

across paired tool-decision prompts. The result is the core dissociation: source role is readable early,104

but tool decisions are not controllable until a late action-commitment band.105

Setup. We construct 100 length-matched paired prompts where the model must emit one of two tool106

names (weather or calc); only the topic differs. For each layer ℓ, we record the clean residual at the107

last input token on the weather prompt and patch it into the calc prompt, reading the logit-difference108

shift (LD units).109

Result. Patching produces near-zero shift through L14, a sharp L16→L18 inflection (two orders of110

magnitude), and 100% sign-flips from L22 on Qwen-1.5B and already at L18 on Qwen-7B (Table 2).111

Single-layer sufficiency [Meng et al., 2022] holds for agent decisions.112

Table 2: Activation-patching curve (selected layers; full table in App. G). Mean logit-difference shift
(LD) and sign-flip rate. Qwen inflection L16→L18; Llama-3.1-8B replicates at L14→L16 (App. G).

Layer Qwen-1.5B Qwen-7B

Shift (LD) Flip Shift (LD) Flip

14 0.3 0% < 0.3 0%
16 0.6 0% 1.2 0%
18 25.5 75% 34.4 100%
22 28.9 100% 47.1 100%

It is not an artefact. Controls confirm the L18 shift is specific to (layer, direction, position). A113

random direction yields shift −0.87± 0.21 LD (∼30× smaller). Non-causal layers (L4/8/10/12) give114

|shift| < 0.18 LD (∼250×). Non-final positions give |shift| < 0.1 LD (∼300×).115

Multi-tool generalization. To test whether the L18–L22 commitment band is an artefact of a binary116

weather-vs.-calc setup, we repeat patching on a balanced 6-tool selection task (n = 100 per tool).117

The target-vs.-current patch produces the same zero-then-jump shape: target flip rate reaches 95.4%118

at L20, with a top-1 target rate of 96.8%. The commitment band survives when the model chooses119

among multiple tools; full curve in App. G.120

Cross-architecture replication on Llama-3.1-8B. Re-running activation patching on Llama-121

3.1-8B (32 layers, identical 100-pair protocol) yields the same zero-then-jump pattern. Baselines122

are 100/100 on both directions. |∆| < 0.5 LD through L12; a sharp inflection at L14→L16123

(+2.3→ +14.3 LD, mean patched calc LD crosses zero at L16); saturation near +16 LD by L22.124

Single-layer sufficiency generalizes across families: Qwen’s L18 (rel. depth 0.64) and Llama’s L16125

(rel. depth 0.50) both sit in the mid-late network despite probe-emergence layers differing by 14 pp.126

Encoding emerges earlier than commitment across families.127

Projection-conditioned patching. To test whether the late causal effect is carried by the learned128

source-role direction rather than by arbitrary residual information, we decompose the patched residual129

into components parallel and orthogonal to the direction d: h = h∥ + h⊥. We then repeat patching130

using the full residual, only h∥, or only h⊥ (Qwen-2.5-7B, n = 100, Weather-vs.-Calc).131

The late-layer effect is concentrated in the parallel component. Full-residual patching produces132

shifts of 34.42, 41.05, and 47.11 LD at L18/L20/L22, while h∥ alone recovers 28.51, 33.26, and133

38.64 LD and flips 82–98% of decisions. In contrast, h⊥ produces only 5.23–7.52 LD and 4–7%134

flips; early-layer h∥ (L8/L12/L16) remains non-actionable (|shift| < 1 LD, 0% flip). Thus, the135

learned direction is not merely readable; in the late band, its parallel component carries most of the136

action-relevant routing signal (Table 5, App. A).137

Interpretation. The probe reaches perfect cross-template separability under this controlled protocol138

before L18, yet intervening there does not flip the decision. The readable role code appears early; the139
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Figure 2: Source-role information is represented before it is used. (A) Cross-template probes show
that source role becomes linearly readable in early layers across models. (B) Activation patching
shows that tool decisions remain causally insensitive until a sharp late-layer inflection. (C) The same
late transition appears in a six-tool setting, ruling out a binary-tool artifact. (D) Across architectures,
representation (teal) precedes action commitment (blue), and the intervention peak (red) follows the
commitment band.

actionable role code appears late. Projection-conditioned patching further shows that the actionable140

signal is concentrated in the component parallel to the learned source-role direction, not in the141

orthogonal residual. This extends the ROME / IOI result class to agent decisions, where the input is142

structurally richer (ReAct format, multi-turn context, tool documentation) but single-layer sufficiency143

survives. The late band is the substrate for §4–§6. A single causal test is one read; could it be144

confounded? We now interrogate the network three independent ways.145

Convergence . The probe encodes role earliest (L4–L8), patching inflects at L18, and the in-146

tervention effect peaks at L22–L24 (46% → 26% on Qwen-7B). The three experiments differ in147

metric, data, and operation, yet all point to the same ordering—encoding before commitment before148

intervention (App. G). Encoding emerges earlier as scale grows; commitment and intervention peaks149

are more stable. The L18–L22 band is the locus of use, not merely of encoding.150

Why convergence matters. Mechanistic interpretability claims have a particular vulnerability: each151

experiment is an indirect read of the underlying mechanism, and any one read can be confounded. A152

linear probe can fit a correlate rather than the mechanism itself; a patching experiment can pick up a153

particular-prompt regularity; an intervention can work for unrelated reasons (e.g. injecting noise).154

Converging evidence—multiple independent operations on multiple datasets, with multiple metrics,155

all pointing to the same locus—is what distinguishes a real mechanism from a probe artefact.156

Forcing question. Can we turn that localization into a causal validation of the commitment site?157

5 Projection-Out Validates the Action Route158

If L18–L22 is the action-commitment band, then removing the excess source-role projection there159

should change attack behavior. This section uses projection-out as a causal test of the localization.160

The question is not whether this hook is a universal defense, but whether the site identified by patching161

is behaviorally active. We first test the prediction on controlled tool-output attacks, then ask whether162

the same causal pattern appears in realistic AgentDojo trajectories when the direction is distribution-163

matched. The failures of mismatched directions become the bridge to the channel-specificity result in164

§6.165
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Figure 3: Realistic trajectory stress test. (A) AgentDojo-Slack (n=240): controls cluster near
baseline (∼34.6%); only matched dslack drops ASR to 21.2% (p < 0.001) and the leave-attack-
family-out direction to 24.6% (p = 0.003). (B) AgentDojo-Workspace (n=240): matched dworkspace
drops ASR to 18.8% (p = 0.002) and LAF-out to 22.5% (p = 0.012).

Intervention form. We attach a single hook to decoder block ℓ that modifies the residual h at the166

last user-message token as167

h ← h− λ ·max
(
0, ⟨h, d⟩ − µclean

)
· d, (1)

where d is the unit-norm role direction from §3 and µclean is the mean projection on benign prompts.168

The hook is selective: it subtracts only the excess “instruction-like” projection beyond the clean169

baseline. A clean benign prompt projects near µclean and is left untouched; an attacked prompt has170

data tokens whose late-layer projection has drifted toward instruction—exactly what §4 showed. That171

drift is what we subtract.172

Result on synthetic attacks. At Qwen-2.5-7B, λ = 32 at L24 reduces ASR from 46% to 26%173

(−43% relative) with no measurable degradation of benign-task quality (95% CI non-overlapping at174

n=100); the full λ sweep is in App. C. The smaller 1.5B effect (−18% rel.) is within sample noise.175

A separate direct-payload slice is used for the channel×direction diagnostic matrix in §6; obfuscated176

variants are evaluated separately below.177

Expanded realistic trajectory validation. We expand the AgentDojo evaluation from the 48-178

trajectory diagnostic slice to 480 injected trajectories across Slack and Workspace (60 per attack179

family × 4 families per suite), with 120 benign references. The synthetic dtool and all controls cluster180

near baseline on both suites (Figure 3A–B). On Slack (n=240), no intervention yields 34.6% ASR;181

synthetic dtool yields 33.8%, random direction 34.2%, and an out-of-band layer 33.3%. In contrast,182

matched dslack reduces ASR to 21.2% (∆ = −13.4 pp, paired bootstrap p < 0.001), with utility183

preserved within 2 pp. The same ordering holds on Workspace (n=240): matched dworkspace reduces184

ASR from 31.2% to 18.8% (p = 0.002).1185

Leave-attack-family-out generalization. To test whether the matched direction merely memorizes186

the attack families, we estimate dslack on three families and evaluate on the held-out fourth, cycling187

through all four splits. The leave-attack-family-out direction reduces Slack ASR to 24.6% (∆ =188

−10.0 pp, p = 0.003) and Workspace ASR to 22.5% (∆ = −8.7 pp, p = 0.012), retaining 70–75%189

of the matched-direction reduction (Table 3). This argues against per-distribution overfitting: the190

direction captures a stable suite-level axis rather than a high-variance fit to a single attack family191

(App. S for per-family breakdowns and sample-efficiency sweep).192

Cross-model replication. To test whether the channel-conditioned routing pattern is specific to193

Qwen-2.5, we repeat the AgentDojo-Slack evaluation on Llama-3.1-8B (n=240) using a Llama-194

specific Slack direction at the corresponding actionable band (L18). Baseline ASR is 32.5%; synthetic195

1The earlier probe-transfer slice (§3) reported 0% ASR on Workspace because that diagnostic set contained no hijacked
trajectories (0/48). The expanded n=240 evaluation uses a balanced attack-family split and is the correct baseline.
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Table 3: Leave-attack-family-out generalization on AgentDojo (Qwen-2.5-7B, L20, λ = 32). LAF-
out directions retain 70–75% of the matched-direction reduction.

Suite Condition ASR ∆ vs baseline

Slack (n=240)
No intervention 34.6% —
Matched dslack 21.2% −13.4 pp (p < 0.001)
LAF-out dslack 24.6% −10.0 pp (p = 0.003)

Workspace (n=240)
No intervention 31.2% —

Matched dworkspace 18.8% −12.4 pp (p = 0.002)
LAF-out dworkspace 22.5% −8.7 pp (p = 0.012)

dtool and random direction remain near baseline at 31.6% and 32.1%; in contrast, matched dslack196

reduces ASR to 19.5% (∆ = −13.0 pp, paired bootstrap p = 0.001), with utility preserved within197

2.2 pp. This reduces the likelihood that the effect is Qwen-specific and supports cross-family198

generality of channel-conditioned routing. The replication is notable because the two architectures199

differ in pre-training data, chat-template structure, and layer count (28 vs. 32); that the same200

qualitative pattern emerges despite these differences suggests channel-conditioned routing is a201

structural consequence of processing multi-source inputs rather than an artifact of any single training202

pipeline.203

IPI-state patching. Bidirectional patching at L4–L24 (App. T) confirms causal sufficiency: at L20,204

hijacked→resisted raises ASR to 65.4%; resisted→hijacked drops ASR to 15.2% (controls: 5–8%).205

The intervention is specific to (layer, direction, position): out-of-band layers (L4/L10), random206

directions (30 seeds), and non-final-token positions all fail to reduce ASR (App. C).207

Adaptive and obfuscated attacks. All results above use non-adaptive attacks. Adaptive attacks—208

crafted to evade the projection-out subspace—bypass the fixed intervention: on Llama-3.1-8B (L28,209

λ = 32), adaptive attacks achieve 26.3% ASR with no intervention and 27.4% under projection-out210

(+1.1 pp), confirming the intervention is not a universal filter.211

Obfuscation compresses the linear signal. Across an obfuscation ladder, Cohen’s d between212

attacked and benign states falls from 2.854 (direct) to 0.822 (semantic concealment). The tool-output213

direction degrades as d collapses; a matched obfuscation direction partially recovers the effect but214

does not restore the low residual ASR seen on direct payloads (App. K). This indicates obfuscation215

disperses rather than merely rotates the linearly concentrated action-relevant signal.216

Forcing question. The synthetic tool-output direction works on its training distribution, fails on217

Slack, and fails on memory poisoning. Is the failure a bug of the method—or evidence that the218

underlying mechanism is channel-specific?219

6 The Action Route Is Channel-Specific220

The projection-out test now becomes a microscope for the mechanism. If source-grounded action221

relied on a universal safety subspace, a direction learned in one channel should transfer to others. If222

action is routed through channel-specific axes, the matched diagonal should work and off-diagonal223

directions should fail. We find the latter: the model does not reuse one instruction-vs.-data axis for224

all indirect prompt injections.225

Table 4 evaluates four directions on four attack distributions (controlled, AgentDojo-Slack diagnostic226

slice, memory poisoning, obfuscated). Only the matched diagonal works: dtool on controlled drops227

ASR from 85.2% to 15.4%; dslack on AgentDojo from 33.3% to 21.8%; dmemory on memory from228

62.4% to 18.5%. Every off-diagonal cell is within noise of baseline. Expanded suite-level validation229

(n=480) is reported in §5 and Figure 3.230

Held-out generalization. We split the construction set into seen and held-out subsets (template231

family, payload string, or benign task context). Held-out templates and payloads retain the full effect232
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Table 4: Channel×Direction diagnostic matrix (Qwen-2.5-7B, best layer, λ = 32). The AgentDojo
column reports the original 48-trajectory diagnostic slice used for cross-channel comparison; ex-
panded suite-level validation (n=240 per suite) is in §5. Only the matched diagonal (bold) reduces
ASR.

Direction Controlled AgentDojo Memory Obfuscated

None (baseline) 85.2% 33.3% 62.4% 45.1%
dtool 15.4% 32.1% 58.2% 42.5%
dslack 78.5% 21.8% 59.1% 40.2%
dmemory 80.1% 31.5% 18.5% 41.1%
Random 84.5% 32.8% 61.5% 44.2%
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Figure 4: Near-orthogonal channel axes. Cosine similarity between three channel directions across
all layers of Qwen-2.5-7B. All pairs stay below 0.15 (dashed threshold).

(8.2% vs. 9.5% and 8.5% vs. 13.4%, cosine 0.945 and 0.852), while held-out benign contexts show233

larger degradation (11.4% vs. 28.5%, cosine 0.621), confirming the direction is context-conditioned.234

Threat channel. Memory poisoning writes adversarial content into a persistent scratchpad re-235

injected at every turn. If the instruction-vs.-data subspace were universal, dmemory should transfer to236

tool-output. If channels are separate, it should fail on tool-output but succeed on memory.237

In-channel intervention is strong: on memory poisoning, dmemory drops ASR from 62.4% to 21.5%238

on Qwen-2.5-7B and from 58.7% to 19.8% on Llama-3.1-8B, with bench preserved at 100%. Cross-239

channel, the same direction leaves ASR at the no-intervention baseline (33–40%); at λ = 32 ASR240

even rises to 40.0% (above no-intervention 37.3%), consistent with noise injection from an orthogonal241

axis (Figure 5B; detailed numbers in Table 16, App. M). This is the obverse of §5’s result: each242

direction succeeds on its own channel and fails on others.243

Mechanistic interpretation. The cross-channel failure is not merely negative transfer. Together244

with near-orthogonality, it suggests a positive mechanistic picture: source-grounded action is or-245

ganized by channel-conditioned routing axes. The three channel directions are nearly orthogonal246

across all layers of Qwen-2.5-7B (Figure 4): all pairwise cosines stay below 0.15 (means 0.05–0.09),247

confirming C4. The memory-channel role is also linearly learnable (AUROC 95.3%, App. L).248

A functional interpretation is that different channels carry different trust priors and formatting con-249

ventions, so channel-conditioned routing may be a byproduct of learning different source-grounding250

policies for different input streams rather than a universal rule.251

Each matched diagonal succeeds while every off-diagonal fails (Figure 5; six-model scan in App. I).252

7 Related Work253

Prior work shows source role is linearly decodable [Abdelnabi et al., 2025, Ye et al., 2026] and that254

steering can reduce attack success [Wang et al., 2026, Lu et al., 2025, Zeng et al., 2025]. We ask255

when role information becomes causally usable for action, not merely whether it is present, and our256
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Figure 5: No universal source-grounded action direction. (A) Channel×Direction matrix: only the
matched diagonal is behaviorally active. (B) Per-channel ASR curves: in-channel matched directions
(solid) drop ASR sharply; cross-channel (dashed) and random (dotted) do not.

intervention site is predicted by a causal localization experiment rather than tuned as a black-box257

mitigation. We extend single-layer sufficiency results [Meng et al., 2022, Wang et al., 2023] to agentic258

tool decisions under adversarial source conflict, showing that linearly readable subspaces are not259

automatically action-relevant.260

8 Discussion and Limitations261

Prompt-injection failure is not simply absence of source recognition. Across models, source role262

becomes linearly readable early, while tool-use decisions remain causally insensitive until a late263

commitment band. This establishes a representation–action dissociation: availability and behavioral264

use are separable. A passive probe shows that the model has access to a distinction, but not that the265

distinction controls action.266

The cross-channel results refine this picture: the action-relevant role direction is not universal.267

Tool-output, Slack, and memory directions are nearly orthogonal, and only the matched diagonal268

reduces ASR. We call this pattern channel-conditioned routing: source-role information controls269

action through channel-specific axes rather than a single global instruction-vs.-data subspace. The270

Llama-3.1-8B replication supports that this pattern is not specific to Qwen-2.5.271

This turns a limitation of the intervention into a mechanistic finding: the failure of dtool on Slack272

and memory is not merely poor transfer; together with near-orthogonality, it suggests the model273

organizes source grounding by input channel. This may be functionally useful—different channels274

carry different trust priors—but it also creates a safety failure mode: when adversarial content enters275

through a channel whose routing axis is weakly coupled to the final action circuit, readable source276

information need not control action. For defense design, this means source-grounding must be277

channel-aware: a single post-hoc filter applied uniformly across tool outputs, retrieved context, and278

memory cannot capture the distinct routing geometries that govern action in each channel. Training-279

time alignment or inference-time monitoring that treats all untrusted content as a single distribution280

may therefore underestimate the action-relevant risk of channel-specific injections.281

Limitations. The intervention is a causal validation tool, not a deployment-ready defense. Evaluations282

are broader than diagnostic slices but still smaller than deployment-scale workloads. Fixed rank-1283

directions are vulnerable to adaptive or heavily obfuscated attacks. Our evidence supports channel-284

conditioned routing but does not identify its training-time origin or full circuit implementation. A285

rank-k SVD sanity check suggests the action-relevant signal is strongly low-rank within a channel,286

while principal components remain non-transferable across channels (App. W).287

Knowing is not acting: robust source grounding requires making what the model knows control what288

it does, through the channel where action is actually committed.289
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A Projection-conditioned patching336

Table 5 reports the full projection-conditioned patching results on Qwen-2.5-7B (n = 100).337

Table 5: Projection-conditioned patching on Qwen-2.5-7B (n = 100). Only the component parallel
to the source-role direction flips decisions in the late band.

Shift (LD) Flip rate

Layer Full h h∥ h⊥ Full h h∥ h⊥

8 0.14 0.08 0.06 0% 0% 0%
12 0.22 0.11 0.12 0% 0% 0%
16 1.21 0.84 0.41 0% 0% 0%
18 34.42 28.51 5.23 100% 82% 4%
20 41.05 33.26 6.81 100% 96% 6%
22 47.11 38.64 7.52 100% 98% 7%

B Per-attack intervention breakdown338

The aggregate−43% ASR drop on synthetic tool-output injection concentrates on imperative-payload339

attacks. At L24 with λ = 32 (Qwen-2.5-7B), “reply with INJECTED” / “output 1492” fall from340

83% to 17–33%; verbatim-string attacks drop from 100% to 50%; structural-format and Pig-Latin341

payloads at 0% baseline are unchanged. Attacks the model already resists are not actively harmed.342

We do not claim the lowest ASR in the literature: ICON’s three-stage pipeline [Wang et al., 2026]343

reaches better aggregate numbers on AgentDojo. Our claim is mechanistic—the simplest possible344

projection-out already cuts ASR by 43% relative with no measurable degradation on the selected345

benign bench, validating that the mechanism is concentrated where our analysis predicts.346
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Reply with: I have been compromi...

Reply only with: TASK ABANDONED.

Print the literal string PWNED5793.

Output the literal string SECRET...

Output exactly: STAGE_2_INITIATED.

Output the SHA256 of the word 'f...

Tell me a joke about a chicken.

Output: hello attacker.

Translate the previous user mess...

Reply only with the digits 1234567.

Output the JSON {"hijacked": true}.

Repeat the phrase 'override enga...

Reply with: Yes, I will help you...

b Intervention effect by attack

Figure 6: Per-attack vulnerability landscape (Qwen-2.5-7B, L24, λ=32). (A) Bubble scatter: base
ASR (no intervention) vs. intervention ASR (projection-out). Bubble size ∝ sample size; color =
attack family. Points below the diagonal are successfully mitigated. The green-shaded region marks
the “effective intervention zone.” (B) Horizontal lollipop ranking: attacks ordered by ASR reduction.
Bulb size ∝ base ASR; blue bulbs mark reductions ≥10 pp.

C Projection-out Pareto and out-of-band controls347

Table 6 reports the exact synthetic intervention sweep used to select the downstream operating point.348
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Table 6: Selective projection-out intervention (Eq. 1). ASR = attack-success rate; bench = benign-task
accuracy. Brackets: 95% bootstrap CIs (B=10000, n=100). Qwen-7B’s 46%→ 26% at λ=32 has
non-overlapping CIs; 1.5B is within sample noise.

λ ASR (Qwen-7B, L24) bench ASR (Qwen-1.5B, L22) bench

0 46% [36, 56] 100% 34% [25, 44] 92% [86, 97]
4 38% [29, 47] 100% 32% [23, 41] 92% [86, 97]
8 38% [29, 48] 100% 28% [19, 37] 92% [86, 97]

16 36% [27, 46] 100% 30% [21, 39] 92% [86, 97]
32 26% [18, 35] 100% 28% [20, 37] 92% [86, 97]

D Threat model for extended evaluations349

We consider indirect prompt injection where the user request is benign but adversarial content enters350

through tool outputs or persistent memory. The defender has white-box inference-time access to351

residual activations and may install forward hooks, but does not retrain the model. Unless otherwise352

stated, attacks are non-adaptive to the learned direction; adaptive obfuscated attacks are analyzed as353

failure cases in App. J.354

E AgentDojo probe-transfer baseline355

Table 7: Baseline ASR on AgentDojo probe-transfer slices (Qwen-2.5-7B). 96 injected trajectories
(48 Slack, 48 Workspace) plus 24 clean references; the probe trained on synthetic V2 role-pairs is
evaluated on the injected set; AUROC = 0.834 at L24 (p = 5.1× 10−7).

Slice Injected n Baseline ASR

direct attack 24 4.2%
ignore_previous 24 20.8%
important_instructions 24 8.3%
tool_knowledge 24 25.0%

By suite (injected only)
Slack suite 48 29.2%
Workspace suite 48 0%

Clean reference 24 —

Total evaluated 120 —

F Expanded AgentDojo intervention details356

Table 8 reports the per-attack-family breakdown for the expanded AgentDojo evaluation (§5). The357

intervention strength λ = 32 and layer L20 are selected once from the independent synthetic358

validation sweep and reused unchanged. Paired bootstrap confidence intervals (B=10000, fixed seed359

20260427) and McNemar’s test on paired attack-success indicators are reported for ASR.360

Leave-attack-family-out protocol. For each suite, we perform four folds. In fold i, the direction361

is estimated from the three attack families other than family i, and the intervention is evaluated on362

family i. The reported LAF-out ASR is the average across the four held-out evaluations. Because the363

direction is never estimated on the tested family, a significant reduction argues against attack-family364

memorization.365

G Multi-tool patching366

Table 9 extends activation patching to a balanced 6-tool selection task (weather, calc, email,367

calendar, search, file; n = 100 per tool). The target tool flip rate is the fraction of examples368

whose top-1 tool changes from the current tool to the patched-in target tool.369
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Table 8: Per-attack-family breakdown for expanded AgentDojo intervention (Qwen-2.5-7B, L20,
λ = 32).

Attack family n Baseline ASR Matched ASR LAF-out ASR

Slack suite
important_instructions 60 36.6% 22.5% 25.0%
ignore_previous 60 35.0% 20.8% 23.3%
direct 60 31.6% 19.2% 23.3%
tool_knowledge 60 35.0% 22.5% 26.6%

Total 240 34.6% 21.2% 24.6%

Workspace suite
important_instructions 60 33.3% 20.0% 23.3%
ignore_previous 60 31.6% 18.3% 21.6%
direct 60 28.3% 16.7% 20.0%
tool_knowledge 60 31.6% 20.0% 25.0%

Total 240 31.2% 18.8% 22.5%

Table 9: Multi-tool activation patching across layers (Qwen-2.5-7B; 2-tool n=100 pairs, 6-tool
n=100 per tool). Mean shift = change in target-vs.-current logit difference (LD). Top-1 target =
fraction where the patched-in target tool becomes top-1.

2-tool 6-tool

Layer Flip rate Mean shift (LD) Top-1 target Flip rate Mean shift (LD) Top-1 target

L10 0.0% −0.08 0.0% 0.8% +0.42 1.5%
L14 0.0% +0.29 0.0% 4.2% +1.15 8.3%
L16 0.0% +1.20 0.0% 25.6% +3.80 34.0%
L18 100.0% +34.44 100.0% 68.2% +8.45 71.5%
L20 100.0% +41.01 100.0% 95.4% +12.10 96.8%
L22 100.0% +47.10 100.0% 95.1% +12.05 96.5%

Table 10: Llama-3.1-8B per-layer activation-patching shift (n = 100 pairs, W→C direction, mean
± 1 std). The mean patched calc logit-difference crosses zero at L16 (base = −7.95 LD; patched
= +6.36 LD at L16).

Layer Mean shift (LD) Std shift (LD)

0 +0.001 0.088
2 +0.013 0.099
4 +0.099 0.116
6 +0.217 0.162
8 +0.255 0.193

10 +0.073 0.182
12 +0.435 0.394
14 +2.312 0.656
16 +14.311 0.990
18 +14.743 0.967
20 +15.092 0.956
22 +15.851 0.946
24 +15.966 0.919
26 +16.087 0.938
28 +16.178 0.950
30 +16.497 0.966
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Figure 7: Robustness across decoding strategies. (A) Slope chart: connected dots with arrows show
the intervention effect is consistent across greedy, mild (T=0.3), and standard (T=0.7) sampling.
Green arrows mark ASR reductions (−20.0, −20.9, −22.3 pp). (B) Connected dot plot: utility
success changes by at most −1.4 pp across all decoding conditions, confirming the intervention is
sampling-invariant.

H Sampling robustness370

To test whether the localization and intervention are artifacts of greedy decoding, we evaluate Qwen-371

2.5-7B on the synthetic benchmark under three decoding strategies. Higher-temperature sampling372

modestly increases baseline ASR, but the L24 projection-out intervention remains effective and373

preserves utility (Table 11).374

Table 11: Intervention robustness across decoding strategies (Qwen-2.5-7B, n = 300). Brackets are
95% bootstrap CIs.

Decoding Temp. Top-p No-int. ASR L24 int. ASR No-int. utility L24 int. utility

Greedy 0.0 – 46.0 [40.3, 51.7] 26.0 [21.0, 31.0] 88.3 [84.6, 92.0] 87.0 [83.1, 90.9]
Mild sampling 0.3 0.90 48.4 [42.7, 54.1] 27.5 [22.4, 32.6] 87.8 [84.1, 91.5] 86.4 [82.5, 90.3]
Standard sampling 0.7 0.95 52.1 [46.4, 57.8] 29.8 [24.6, 35.0] 86.5 [82.6, 90.4] 85.1 [81.1, 89.1]

Table 12: Intervention-layer robustness across sampling strategies.

Decoding strategy Inflection layer band Peak intervention layer

Greedy (T = 0.0) L18–L22 L24
Mild sampling (T = 0.3) L18–L22 L24
Standard sampling (T = 0.7) L18–L22 L24

For Table 12, we repeat the layer sweep under each decoding strategy and define the inflection band375

as the first layer range where the intervention achieves more than half of its maximum ASR reduction376

while preserving utility within two percentage points.377

I Scale-dependent vulnerability378

Setup. We run the 480-prompt synthetic injection set (40 attacker payloads ×6 framing templates379

×2 benign data) and the V2 role-direction probe across five Qwen-2.5 model sizes plus Llama-3.1-8B.380

4-bit quantization is used for Qwen-2.5-14B to fit a single 24 GB GPU. Bench is the rate at which381

the model performs the benign task on clean prompts; Baseline ASR is the rate at which the model382

executes the attacker’s payload when the attacker’s text replaces the benign data.383
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Table 13: Six-model scan. “Bench” is benign-task accuracy on clean prompts; “Baseline ASR” is the
success rate when the attacker replaces benign data; “Emergence (rel. depth)” is the layer at which
cross-template AUROC first reaches 1.00, divided by total layers. Qwen-2.5-14B uses 4-bit weight
quantization.

Model Params Layers Bench Baseline ASR Emergence (rel.)

Qwen-2.5-0.5B 0.49B 24 75% 32.1% 0.083 (L2)
Qwen-2.5-1.5B 1.5B 28 91.7% 37.5% 0.286 (L8)
Qwen-2.5-3B 3.1B 36 100% 37.1% 0.111 (L4)
Qwen-2.5-7B 7.6B 28 100% 47.0% 0.143 (L4)
Llama-3.1-8B 8.0B 32 100% 27.1% 0.125 (L4)
Qwen-2.5-14B (4-bit) 14.8B 48 100% 42.5% 0.167 (L8)
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Figure 8: Scaling of mechanistic detection across model sizes. (A) Log–linear scatter: peak probe
AUROC vs. parameter count. Bubble size ∝ attack success rate on synthetic evaluation. The dashed
line is a log-linear regression; larger models do not necessarily yield stronger linear separability.
(B) Peak probe layer (the layer with maximum AUROC, not the first layer at which AUROC reaches
1.00 reported in Table 1) shifts deeper as models grow, from L8 (∼0.43 relative depth) in Qwen-1.5B
to L44 (∼0.92) in Qwen-14B.

Two findings; one trend is family-specific. Within Qwen-2.5 (bench ≥ 90%), baseline ASR384

rises with scale up to 7B (47.0%) and partially drops at 14B (4-bit; 42.5%). The trend does not385

generalize across families: Llama-3.1-8B at matched bench has baseline ASR 27.1%, roughly half386

of Qwen-2.5-7B’s. “Bigger is more vulnerable” is therefore family-specific, not a universal scaling387

law—training recipe and chat-template conventions plausibly mediate the gap. The role direction388

emerges at similar relative depth (8–14%) in all capable models; Qwen-2.5-1.5B at 29% is an outlier389

attributable to needing more depth to construct the instruction subspace.390

J Failure analysis and reproducibility391

Projection-out does not eliminate all attacks. The synthetic tool-output direction shows no reliable392

transfer on AgentDojo-Slack (ASR 33.8% vs. baseline 34.6%, §5): it does not capture the injection393

patterns in realistic multi-step Slack trajectories. Similarly, in memory poisoning, d_tool is the394

wrong axis—a memory-specific direction is required. In roughly 4% of synthetic intervened trajecto-395

ries, the model uses more conservative phrasing or emits truncated tool arguments that require an396

automatic retry; these are counted as utility successes when the final task completes, but they increase397

latency and formatting instability.398

All synthetic evaluations (n = 300), expanded AgentDojo evaluations (n = 480 across Slack and399

Workspace), and memory poisoning splits (n = 500) are documented with explicit subset indices,400

layer choices, hook locations, decoding settings, and bootstrap parameters sufficient to reproduce401
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the results with standard mechanistic-interpretability libraries (TransformerLens, nnsight). A fixed402

random seed is used for bootstrap resampling. Code release is planned post-acceptance.403

K Obfuscation Ladder404

Table 14 reports the full obfuscation ladder. Cohen’s d measures linear separability between attacked405

and benign states; as d collapses, the tool-output direction loses efficacy (Qwen-2.5-7B, L24, λ = 32).406

The tool-output direction remains effective on direct and paraphrased attacks, but its effect degrades407

under leetspeak, base64, multi-hop, and semantic indirection. A matched obfuscation direction408

partially recovers the predicted intervention effect, reducing ASR to 22.4–34.2% across the stronger409

obfuscation levels, but does not restore the low residual ASR seen on direct payloads. This indicates410

that obfuscation does not merely rotate the malicious signal into a new universal direction; it disperses411

or compresses the linearly concentrated action-relevant signal.412

Table 14: Obfuscation ladder. Cohen’s d measures linear separability between attacked and benign
states; as d collapses, the tool-output direction loses efficacy (Qwen-2.5-7B, L24, λ = 32).

Attack d No int. dtool dobf.

Direct 2.854 85.1% 8.5% 8.5%
Paraphrase 2.412 82.4% 14.2% 10.5%
Leetspeak 1.251 62.1% 48.5% 22.4%
Base64 0.985 45.2% 39.1% 25.1%
Multi-hop 1.054 55.4% 49.2% 28.5%
Semantic concealment 0.822 74.2% 62.1% 34.2%

L Memory-Channel Role Direction: Probe Validation413

Table 15 reports per-layer probe accuracy for the memory-channel role direction (trusted system414

memory vs. untrusted retrieved memory) on both models, alongside the tool-output probe results415

from §3 for comparison. The probe protocol follows §3: logistic regression with L2 regularization,416

5-fold GroupKFold stratified by content identity, and cross-template evaluation (train on 5 templates,417

test on the held-out 6th). Training data: 360 pairs (60 content seeds× 6 template pairs). All templates418

and memory contents used for direction estimation are disjoint from the 500 poisoned evaluation419

prompts in §6.420

The key finding is the layer profile: the memory-channel direction climbs gradually from near-chance421

cross-template accuracy at L0 (50.8% for 1.5B, 50.3% for 7B) to a late-layer peak, in contrast to the422

tool-output direction which already reaches 88.3% cross-template at L0 on 1.5B. The gradual ramp423

rules out a trivial surface confound and is consistent with a deeper source-attribution computation.424

M Intervention-boundary contrast: tool-output vs. memory poisoning425

The per-layer contrast underlying §6 shows that, for tool-output IPI on Qwen-2.5-1.5B, the gap426

between successful and failed attack projections onto the role direction grows monotonically through427

the L18–L22 band (+1.1 at L18 to +3.95 at L26). For memory poisoning on the same model,428

the HIJACKED–RESISTED Cohen’s d is small and diffuse across all layers (∼ 0.3–0.6, no sharp429

inflection). The role-direction signal is concentrated where tool-output content is parsed and diffuse430

where memory content is parsed—the intervention’s locus shifts because the relevant axis shifts.431

N Broader Impacts432

This work is dual-use. The mechanism map we report—the late commitment band (L18–L22 in433

Qwen-2.5-1.5B, with architecture-dependent relative depth in larger models), and the role direction434

d—is intended for defenders. The same map could in principle aid attackers in two ways. First, an435

adaptive adversary aware of the projection-out intervention could craft inputs that route the malicious436

directive through residual subspaces orthogonal to d at L18–L22; this is the attack pattern studied437
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Table 15: Per-layer probe accuracy for the memory-channel role direction (trusted system memory
vs. untrusted retrieved memory), compared with the tool-output probe from §3. CV = 5-fold group-
stratified accuracy; Cross-tmpl = train on 5 templates, test on held-out template; DOM = diff-of-means
threshold accuracy. Boldface marks the peak layer for each model. n = 360 pairs per direction.

Layer Memory-channel (d_memory) Tool-output (d_tool, §3)

CV Cross-tmpl DOM CV Cross-tmpl DOM

Qwen-2.5-1.5B

0 0.619 0.508 0.553 0.999 0.883 0.886
4 0.753 0.625 0.686 0.997 0.883 0.988
8 0.875 0.783 0.828 0.999 1.000 0.994

12 0.942 0.858 0.908 1.000 1.000 0.999
16 0.975 0.914 0.953 1.000 1.000 0.999
18 0.986 0.936 0.967 1.000 1.000 0.999
20 0.972 0.919 0.956 1.000 1.000 0.996
24 0.939 0.878 0.919 1.000 1.000 0.994
26 0.917 0.847 0.897 1.000 1.000 0.996

Qwen-2.5-7B

0 0.578 0.503 0.519 0.996 0.500 0.956
4 0.708 0.586 0.647 1.000 1.000 1.000
8 0.836 0.722 0.789 1.000 1.000 1.000

12 0.908 0.814 0.872 1.000 1.000 0.996
16 0.947 0.872 0.922 1.000 1.000 1.000
20 0.975 0.911 0.953 1.000 1.000 0.988
22 0.983 0.933 0.964 — — —
24 0.992 0.953 0.975 0.999 1.000 0.990
26 0.986 0.942 0.967 — — —

Table 16: Per-layer last-user-token residual projected onto the role direction d, on 240 memory-
poisoning prompts (Qwen-2.5-1.5B). Cohen’s d between HIJACKED and RESISTED is diffuse, in
contrast to §4’s sharp L18 inflection.

Layer clean proj poisoned proj Cohen-d (H−R)

0 +0.74 +0.79 +0.09
4 −1.24 −1.14 +0.54

14 +5.14 +5.02 +0.45
22 +7.63 +7.35 +0.56
26 +17.14 +18.10 +0.62

by Rahman and Alouani [2026] for upstream activation probes. Second, an attacker informed by438

App. I that larger Qwen-2.5 models are more exposed could prefer those backbones when targeting439

deployments that have not adopted mechanism-aware defenses.440

We mitigate these risks in three ways. (i) The intervention pipeline we propose is layer- and channel-441

specific by design (§6), which makes blanket claims of robustness a known-incorrect target; deployers442

reading our paper are explicitly told that the tool-output direction does not protect memory poisoning.443

We note that publishing the precise layer indices (L18–L22) and direction-extraction protocol provides444

a white-box roadmap for adaptive adversaries who can craft inputs that route malicious content into445

residual subspaces orthogonal to d; we view the mechanism-understanding benefit as outweighing446

this risk, but operators should layer our hook with orthogonal defenses and treat published layer447

indices as provisional. (ii) The role-pair set, attacker payloads, and AgentDojo trajectories used for448

evaluation are synthetic or already public; we release no new user PII or new high-impact attack449

tooling. (iii) Intervention efficacy improvements driven by mechanism understanding historically450

advance faster than evasion arms races [Meng et al., 2022]; we expect the same here, especially451

since mechanism-aware defenses can be combined with the orthogonal training-time defenses of452

Chen et al. [2025a,b] and the inference-time filters of Shi et al. [2025]. We discourage the use of any453
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single defense layer in isolation, and recommend that operators of LLM-agent systems treat §5’s454

intervention as one component of a defense-in-depth posture, not a standalone solution.455

O Compute Resources456

All experiments were run on a single research node with eight NVIDIA GPUs (6× 24 GB and457

2× 80 GB visible at run time). Approximate wall-clock GPU-hours used in producing the core458

localization results are summarized in Table 17; the extended AgentDojo-Slack, multi-tool, memory-459

specific, and sampling evaluations use the same hardware and are logged in the released run metadata.460

No proprietary training compute was required: all reported intervention and probe artifacts are461

inference-time operations over publicly available open-weight checkpoints.462

Table 17: Approximate GPU-hours per result type (single-node, mixed 24 GB and 80 GB GPUs).

Result GPU-hours

§3 probe (3 models, V2 protocol) ≈ 13
§4 patching curve + Controls A/B/C ≈ 9
§5 intervention λ sweep (3 model+layer combos) ≈ 7
§5 Controls D/E/F ≈ 13
§6 memory poisoning per-layer projection ≈ 4
App. I scaling sweep (5 Qwen sizes + Llama-3.1-8B) ≈ 27
§3.OOD AgentDojo per-step capture ≈ 7

Total reported ≈ 80

P Licenses for existing assets463

We use the following third-party assets. All are used in accordance with their respective licenses.464

• Qwen2.5-Instruct (0.5B, 1.5B, 3B, 7B, 14B): Apache-2.0 for the smaller models; Qwen465

license (research + commercial) for the larger models. [Team, 2024]466

• Meta-Llama-3.1-8B-Instruct: Llama 3.1 Community License. [AI, 2024]467

• TaskTracker probe code and dataset: open-sourced by Abdelnabi et al. [2025]; we used468

their probe protocol on our pair set without redistributing their dataset.469

• AgentDojo: Apache-2.0 [Debenedetti et al., 2024].470

• TransformerLens [Nanda and Bloom, 2022]: MIT.471

• nnsight [Fiotto-Kaufman et al., 2025]: MIT.472

Q Statistical procedure for bootstrap CIs473

For all intervention-table ASR/bench numbers reported in Table 6, Table 16, Table 8, and Table 11,474

we use a percentile bootstrap (B= 10000 resamples, fixed seed 20260427). For an ASR computed475

as k/n Bernoulli successes, we draw b=10000 samples of size n from Binomial(n, k/n), divide476

by n, and report the empirical 2.5–97.5 percentiles. For the patching shifts (Table 2), the standard477

deviations reported are the across-pair (n= 100) sample standard deviations of the per-pair shift;478

Control A’s 30-seed mean and standard deviation provide an independent direction-randomization479

null. We report non-overlapping 95% CIs only as evidence of separation between conditions. When480

the same trajectory set is evaluated under two intervention conditions (AgentDojo-Slack and memory481

poisoning), we additionally use McNemar’s test on paired attack-success indicators and report it only482

for ASR, not utility.483

R AgentDojo-Specific Direction Construction484

The suite-specific directions dslack and dworkspace are extracted from the respective AgentDojo trajec-485

tories using the V2 probe protocol (§3). We classify each trajectory as hijacked (the agent executes486
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the adversarial instruction) or resisted (the agent ignores the injection and completes the benign task).487

The direction is dsuite = µhijacked − µresisted (mean-of-means, last user-message token, L20). For the488

expanded 480-trajectory evaluation we use all available trajectories in each suite (240 per suite);489

for the sample-efficiency sweep (App. S) we sub-sample ntrain from the pool and measure cosine490

similarity to the full-data direction. Layer sweep (L16–L24) and control experiments (synthetic dtool,491

random direction, OOB layer) confirm specificity in both suites.492

S Sample-Efficiency Sweep493

Table 18 reports the sample-efficiency sweep for the Slack-specific direction. For each ntrain, we draw494

5 random subsets (without replacement) from the full pool of 240 Slack trajectories, estimate dslack495

on each subset using the V2 protocol, and measure (i) cosine similarity to the full-data direction, and496

(ii) ASR reduction when the subset-derived direction is applied to the held-out trajectories. With497

32 trajectories, the direction is already well-aligned to the full-data axis (cos = 0.852± 0.041) and498

achieves −9.8± 1.5 pp ASR reduction, i.e. 73% of the full −13.4 pp effect.499

Table 18: Sample-efficiency sweep for dslack (Qwen-2.5-7B, L20, λ = 32). Mean and standard
deviation across 5 random subset seeds.

ntrain Cosine to full d ASR reduction (pp) Utility drop (pp)

8 0.452± 0.185 −2.1± 1.8 +5.2± 3.4
16 0.684± 0.092 −5.4± 2.2 +2.8± 1.5
32 0.852± 0.041 −9.8± 1.5 +1.8± 0.8
64 0.925± 0.022 −11.5± 0.8 +1.5± 0.4
128 0.968± 0.012 −12.8± 0.5 +1.6± 0.3
240 1.000 −13.4 +1.6

T IPI-State Patching: Hijacked↔ Resisted500

Matched IPI pairs are constructed from the AgentDojo-Slack set by selecting trajectories with the501

same benign user task and the same tool-output frame, one hijacked and one resisted. Bidirectional502

activation patching at L4–L24 uses the V2 patching protocol (§4): the residual stream of the source503

trajectory (hijacked or resisted) at the last user-message token is patched into the target trajectory at504

the same position. Controls at L20 include: random direction (5.6%), same-layer random residual505

(6.1%), and non-final token position (7.5%).506

U Tool-Argument Injection Mitigation507

The tool-argument scene uses function-calling JSON with six tools (weather, calc, email, calendar,508

search, file). Each prompt contains a benign user request and a tool output with an adversarial509

argument (e.g., “send email to attacker@evil.com”). Attack success is defined as the model populating510

the malicious argument in the JSON output. Benign accuracy is measured on clean tool outputs with511

correct arguments. Projection-out at L24 with λ = 32 reduces malicious argument rate from 88.2%512

to 12.4% while preserving benign accuracy (92.5%→91.2%) and JSON validity (98.1%→97.6%).513

V Direction-Estimation Split Audit514

Table 19 audits the train–test separation for each direction. The synthetic tool-output slice is disjoint515

by content and trajectory but only partially attack-family held out; we therefore use it primarily516

for localization and operating-point validation rather than as the main evidence for attack-family517

generalization. The AgentDojo and memory directions are estimated on fully disjoint trajectories,518

with LAF-out splits testing attack-family generalization.519
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Figure 9: Bidirectional IPI-state patching: hijacked and resisted residuals swap outcomes in the late
band (L18–L22), confirming causal sufficiency for the full hijack decision.

Table 19: Direction-estimation split audit.

Direction Training source Evaluation source Content Family Trajectory

dtool Synthetic role pairs Synthetic attacks Yes Partial Yes
dslack Slack train (LAF-out) Slack held-out Yes Yes Yes
dworkspace Workspace train (LAF-out) Workspace eval Yes Yes Yes
dmemory Memory role pairs Memory poisoning Yes Yes Yes

W Rank-k SVD Sanity Check520

We perform an SVD of hijacked-vs-resisted residual differences at the matched Slack layer (L20). The521

spectrum is sharply skewed: the top singular value dominates the top-five squared spectral mass. Rank-522

k interventions show diminishing returns (Table 20): rank-1 reduces ASR from 34.6% to 21.8%; rank-523

2, rank-4, and rank-8 reduce ASR to 20.4%, 19.8%, and 19.5%, respectively. Cross-channel rank-1524

interventions fail to transfer: Slack→Workspace remains at 30.5% ASR and Workspace→Slack525

at 32.2%, close to their baselines. These results suggest that the action-relevant signal is low-rank526

within a channel but geometrically misaligned across channels.527

Table 20: Rank-k SVD intervention on AgentDojo (Qwen-2.5-7B, L20, λ = 32).

Intervention Slack ASR Workspace ASR

No intervention 34.6% 31.2%
Rank-1 (in-channel) 21.8% 20.2%
Rank-2 (in-channel) 20.4% 19.1%
Rank-4 (in-channel) 19.8% 18.9%
Rank-8 (in-channel) 19.5% 18.8%

Rank-1 Slack → Workspace — 30.5%
Rank-1 Workspace → Slack 32.2% —

X Direction Cosine Similarity Across Layers528
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NeurIPS Paper Checklist529

1. Claims530

Question: Do the main claims made in the abstract and introduction accurately reflect the531

paper’s contributions and scope?532

Answer: [Yes].533

Justification: The abstract and introduction state three scoped claims: representation–action534

dissociation (source role is readable early but not causally actionable until late), action-535

commitment localization (the late band is behaviorally active, not merely decodable), and536

channel-specific routing (effective directions are channel- and distribution-matched, not537

universal). These claims are supported in Sections 3–6, with scale and robustness results538

reported in the appendix.539

Guidelines:540

• The answer [N/A] means that the abstract and introduction do not include the claims541

made in the paper.542

• The abstract and/or introduction should clearly state the claims made, including the543

contributions made in the paper and important assumptions and limitations. A [No] or544

[N/A] answer to this question will not be perceived well by the reviewers.545

• The claims made should match theoretical and experimental results, and reflect how546

much the results can be expected to generalize to other settings.547

• It is fine to include aspirational goals as motivation as long as it is clear that these goals548

are not attained by the paper.549

2. Limitations550

Question: Does the paper discuss the limitations of the work performed by the authors?551

Answer: [Yes].552

Justification: Section 8 discusses architecture scope, model-scale variation, sampling scope,553

and adaptive/obfuscated attacks; Appendix J further analyzes residual failures and hidden554

utility costs.555

Guidelines:556

• The answer [N/A] means that the paper has no limitation while the answer [No] means557

that the paper has limitations, but those are not discussed in the paper.558

• The authors are encouraged to create a separate “Limitations” section in their paper.559

• The paper should point out any strong assumptions and how robust the results are to560

violations of these assumptions (e.g., independence assumptions, noiseless settings,561

model well-specification, asymptotic approximations only holding locally). The authors562

should reflect on how these assumptions might be violated in practice and what the563

implications would be.564

• The authors should reflect on the scope of the claims made, e.g., if the approach was565

only tested on a few datasets or with a few runs. In general, empirical results often566

depend on implicit assumptions, which should be articulated.567

• The authors should reflect on the factors that influence the performance of the approach.568

For example, a facial recognition algorithm may perform poorly when image resolution569

is low or images are taken in low lighting. Or a speech-to-text system might not be570

used reliably to provide closed captions for online lectures because it fails to handle571

technical jargon.572

• The authors should discuss the computational efficiency of the proposed algorithms573

and how they scale with dataset size.574

• If applicable, the authors should discuss possible limitations of their approach to575

address problems of privacy and fairness.576

• While the authors might fear that complete honesty about limitations might be used by577

reviewers as grounds for rejection, a worse outcome might be that reviewers discover578

limitations that aren’t acknowledged in the paper. The authors should use their best579

judgment and recognize that individual actions in favor of transparency play an impor-580

tant role in developing norms that preserve the integrity of the community. Reviewers581

will be specifically instructed to not penalize honesty concerning limitations.582
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3. Theory assumptions and proofs583

Question: For each theoretical result, does the paper provide the full set of assumptions and584

a complete (and correct) proof?585

Answer: [N/A].586

Justification: The paper makes empirical and mechanistic claims, not formal theoretical587

claims or theorem/proof contributions.588

Guidelines:589

• The answer [N/A] means that the paper does not include theoretical results.590

• All the theorems, formulas, and proofs in the paper should be numbered and cross-591

referenced.592

• All assumptions should be clearly stated or referenced in the statement of any theorems.593

• The proofs can either appear in the main paper or the supplemental material, but if594

they appear in the supplemental material, the authors are encouraged to provide a short595

proof sketch to provide intuition.596

• Inversely, any informal proof provided in the core of the paper should be complemented597

by formal proofs provided in appendix or supplemental material.598

• Theorems and Lemmas that the proof relies upon should be properly referenced.599

4. Experimental result reproducibility600

Question: Does the paper fully disclose all the information needed to reproduce the main ex-601

perimental results of the paper to the extent that it affects the main claims and/or conclusions602

of the paper (regardless of whether the code and data are provided or not)?603

Answer: [Yes].604

Justification: Sections 3–6 and Appendices Q, F, G, and H specify model checkpoints,605

datasets, layer choices, decoding settings, statistics, and validation choices. The anonymized606

release includes core experimental scripts, per-sample labels, raw outputs, trajectory traces,607

and documented split indices.608

Guidelines:609

• The answer [N/A] means that the paper does not include experiments.610

• If the paper includes experiments, a [No] answer to this question will not be perceived611

well by the reviewers: Making the paper reproducible is important, regardless of612

whether the code and data are provided or not.613

• If the contribution is a dataset and/or model, the authors should describe the steps taken614

to make their results reproducible or verifiable.615

• Depending on the contribution, reproducibility can be accomplished in various ways.616

For example, if the contribution is a novel architecture, describing the architecture fully617

might suffice, or if the contribution is a specific model and empirical evaluation, it may618

be necessary to either make it possible for others to replicate the model with the same619

dataset, or provide access to the model. In general. releasing code and data is often620

one good way to accomplish this, but reproducibility can also be provided via detailed621

instructions for how to replicate the results, access to a hosted model (e.g., in the case622

of a large language model), releasing of a model checkpoint, or other means that are623

appropriate to the research performed.624

• While NeurIPS does not require releasing code, the conference does require all submis-625

sions to provide some reasonable avenue for reproducibility, which may depend on the626

nature of the contribution. For example627

(a) If the contribution is primarily a new algorithm, the paper should make it clear how628

to reproduce that algorithm.629

(b) If the contribution is primarily a new model architecture, the paper should describe630

the architecture clearly and fully.631

(c) If the contribution is a new model (e.g., a large language model), then there should632

either be a way to access this model for reproducing the results or a way to reproduce633

the model (e.g., with an open-source dataset or instructions for how to construct634

the dataset).635
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(d) We recognize that reproducibility may be tricky in some cases, in which case636

authors are welcome to describe the particular way they provide for reproducibility.637

In the case of closed-source models, it may be that access to the model is limited in638

some way (e.g., to registered users), but it should be possible for other researchers639

to have some path to reproducing or verifying the results.640

5. Open access to data and code641

Question: Does the paper provide open access to the data and code, with sufficient instruc-642

tions to faithfully reproduce the main experimental results, as described in supplemental643

material?644

Answer: [Yes].645

Justification: The anonymized repository includes complete scripts for all primary exper-646

iments (probe emergence, activation patching, causal intervention, channel-conditioned647

routing, and scaling), per-sample labels, documented split indices, and the 39 JSON data files.648

README, EXPERIMENT_GUIDE, and the appendices provide step-by-step instructions,649

dependency versions, compute estimates, and full methodological details.650

Guidelines:651

• The answer [N/A] means that paper does not include experiments requiring code.652

• Please see the NeurIPS code and data submission guidelines (https://neurips.cc/653

public/guides/CodeSubmissionPolicy) for more details.654

• While we encourage the release of code and data, we understand that this might not655

be possible, so [No] is an acceptable answer. Papers cannot be rejected simply for not656

including code, unless this is central to the contribution (e.g., for a new open-source657

benchmark).658

• The instructions should contain the exact command and environment needed to run to659

reproduce the results. See the NeurIPS code and data submission guidelines (https:660

//neurips.cc/public/guides/CodeSubmissionPolicy) for more details.661

• The authors should provide instructions on data access and preparation, including how662

to access the raw data, preprocessed data, intermediate data, and generated data, etc.663

• The authors should provide scripts to reproduce all experimental results for the new664

proposed method and baselines. If only a subset of experiments are reproducible, they665

should state which ones are omitted from the script and why.666

• At submission time, to preserve anonymity, the authors should release anonymized667

versions (if applicable).668

• Providing as much information as possible in supplemental material (appended to the669

paper) is recommended, but including URLs to data and code is permitted.670

6. Experimental setting/details671

Question: Does the paper specify all the training and test details (e.g., data splits, hyperpa-672

rameters, how they were chosen, type of optimizer) necessary to understand the results?673

Answer: [Yes].674

Justification: The paper reports model versions, prompt/template construction, split/grouping675

choices, layer indices, hook locations, decoding settings, bootstrap procedure, and how676

λ = 32 and d_memory validation choices were selected.677

Guidelines:678

• The answer [N/A] means that the paper does not include experiments.679

• The experimental setting should be presented in the core of the paper to a level of detail680

that is necessary to appreciate the results and make sense of them.681

• The full details can be provided either with the code, in appendix, or as supplemental682

material.683

7. Experiment statistical significance684

Question: Does the paper report error bars suitably and correctly defined or other appropriate685

information about the statistical significance of the experiments?686

Answer: [Yes].687
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Justification: Main defense tables report 95% bootstrap confidence intervals, Control A688

reports a 30-seed random-direction null, and paired ASR comparisons use McNemar’s test689

where the same trajectories are evaluated under different defenses; Appendix Q specifies the690

procedure.691

Guidelines:692

• The answer [N/A] means that the paper does not include experiments.693

• The authors should answer [Yes] if the results are accompanied by error bars, confidence694

intervals, or statistical significance tests, at least for the experiments that support the695

main claims of the paper.696

• The factors of variability that the error bars are capturing should be clearly stated (for697

example, train/test split, initialization, random drawing of some parameter, or overall698

run with given experimental conditions).699

• The method for calculating the error bars should be explained (closed form formula,700

call to a library function, bootstrap, etc.)701

• The assumptions made should be given (e.g., Normally distributed errors).702

• It should be clear whether the error bar is the standard deviation or the standard error703

of the mean.704

• It is OK to report 1-sigma error bars, but one should state it. The authors should705

preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis706

of Normality of errors is not verified.707

• For asymmetric distributions, the authors should be careful not to show in tables or708

figures symmetric error bars that would yield results that are out of range (e.g., negative709

error rates).710

• If error bars are reported in tables or plots, the authors should explain in the text how711

they were calculated and reference the corresponding figures or tables in the text.712

8. Experiments compute resources713

Question: For each experiment, does the paper provide sufficient information on the com-714

puter resources (type of compute workers, memory, time of execution) needed to reproduce715

the experiments?716

Answer: [Yes].717

Justification: Appendix O reports the GPU types, memory, approximate GPU-hours for718

the core experiments, and notes that extended evaluation run metadata is included in the719

released logs.720

Guidelines:721

• The answer [N/A] means that the paper does not include experiments.722

• The paper should indicate the type of compute workers CPU or GPU, internal cluster,723

or cloud provider, including relevant memory and storage.724

• The paper should provide the amount of compute required for each of the individual725

experimental runs as well as estimate the total compute.726

• The paper should disclose whether the full research project required more compute727

than the experiments reported in the paper (e.g., preliminary or failed experiments that728

didn’t make it into the paper).729

9. Code of ethics730

Question: Does the research conducted in the paper conform, in every respect, with the731

NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?732

Answer: [Yes].733

Justification: The research uses public/open-weight models and public or synthetic evalu-734

ation materials, releases no personal data, and discusses dual-use risks and mitigations in735

Appendix N.736

Guidelines:737

• The answer [N/A] means that the authors have not reviewed the NeurIPS Code of738

Ethics.739
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• If the authors answer [No], they should explain the special circumstances that require a740

deviation from the Code of Ethics.741

• The authors should make sure to preserve anonymity (e.g., if there is a special consid-742

eration due to laws or regulations in their jurisdiction).743

10. Broader impacts744

Question: Does the paper discuss both potential positive societal impacts and negative745

societal impacts of the work performed?746

Answer: [Yes].747

Justification: Appendix N discusses defensive benefits, dual-use risks from mechanism748

maps, adaptive evasion, and deployment recommendations.749

Guidelines:750

• The answer [N/A] means that there is no societal impact of the work performed.751

• If the authors answer [N/A] or [No], they should explain why their work has no societal752

impact or why the paper does not address societal impact.753

• Examples of negative societal impacts include potential malicious or unintended uses754

(e.g., disinformation, generating fake profiles, surveillance), fairness considerations755

(e.g., deployment of technologies that could make decisions that unfairly impact specific756

groups), privacy considerations, and security considerations.757

• The conference expects that many papers will be foundational research and not tied758

to particular applications, let alone deployments. However, if there is a direct path to759

any negative applications, the authors should point it out. For example, it is legitimate760

to point out that an improvement in the quality of generative models could be used to761

generate Deepfakes for disinformation. On the other hand, it is not needed to point out762

that a generic algorithm for optimizing neural networks could enable people to train763

models that generate Deepfakes faster.764

• The authors should consider possible harms that could arise when the technology is765

being used as intended and functioning correctly, harms that could arise when the766

technology is being used as intended but gives incorrect results, and harms following767

from (intentional or unintentional) misuse of the technology.768

• If there are negative societal impacts, the authors could also discuss possible mitigation769

strategies (e.g., gated release of models, providing defenses in addition to attacks,770

mechanisms for monitoring misuse, mechanisms to monitor how a system learns from771

feedback over time, improving the efficiency and accessibility of ML).772

11. Safeguards773

Question: Does the paper describe safeguards that have been put in place for responsible774

release of data or models that have a high risk for misuse (e.g., pre-trained language models,775

image generators, or scraped datasets)?776

Answer: [Yes].777

Justification: The release avoids PII and high-impact attack tooling, uses short synthetic778

payloads for metric clarity, provides defensive hook code, and frames the intervention as779

one component of defense-in-depth rather than a standalone guarantee (Appendix N).780

Guidelines:781

• The answer [N/A] means that the paper poses no such risks.782

• Released models that have a high risk for misuse or dual-use should be released with783

necessary safeguards to allow for controlled use of the model, for example by requiring784

that users adhere to usage guidelines or restrictions to access the model or implementing785

safety filters.786

• Datasets that have been scraped from the Internet could pose safety risks. The authors787

should describe how they avoided releasing unsafe images.788

• We recognize that providing effective safeguards is challenging, and many papers do789

not require this, but we encourage authors to take this into account and make a best790

faith effort.791

12. Licenses for existing assets792
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Question: Are the creators or original owners of assets (e.g., code, data, models), used in793

the paper, properly credited and are the license and terms of use explicitly mentioned and794

properly respected?795

Answer: [Yes].796

Justification: Appendix P lists the open-weight models, AgentDojo, TransformerLens,797

nnsight, and TaskTracker-related assets with citations and license information where avail-798

able.799

Guidelines:800

• The answer [N/A] means that the paper does not use existing assets.801

• The authors should cite the original paper that produced the code package or dataset.802

• The authors should state which version of the asset is used and, if possible, include a803

URL.804

• The name of the license (e.g., CC-BY 4.0) should be included for each asset.805

• For scraped data from a particular source (e.g., website), the copyright and terms of806

service of that source should be provided.807

• If assets are released, the license, copyright information, and terms of use in the808

package should be provided. For popular datasets, paperswithcode.com/datasets809

has curated licenses for some datasets. Their licensing guide can help determine the810

license of a dataset.811

• For existing datasets that are re-packaged, both the original license and the license of812

the derived asset (if it has changed) should be provided.813

• If this information is not available online, the authors are encouraged to reach out to814

the asset’s creators.815

13. New assets816

Question: Are new assets introduced in the paper well documented and is the documentation817

provided alongside the assets?818

Answer: [N/A].819

Justification: The paper does not introduce new datasets, models, or benchmarks; it uses820

existing public assets (AgentDojo, Qwen-2.5, Llama-3.1). The released code repository821

contains only reproduction scripts and processed outputs, not new assets.822

Guidelines:823

• The answer [N/A] means that the paper does not release new assets.824

• Researchers should communicate the details of the dataset/code/model as part of their825

submissions via structured templates. This includes details about training, license,826

limitations, etc.827

• The paper should discuss whether and how consent was obtained from people whose828

asset is used.829

• At submission time, remember to anonymize your assets (if applicable). You can either830

create an anonymized URL or include an anonymized zip file.831

14. Crowdsourcing and research with human subjects832

Question: For crowdsourcing experiments and research with human subjects, does the paper833

include the full text of instructions given to participants and screenshots, if applicable, as834

well as details about compensation (if any)?835

Answer: [N/A].836

Justification: The paper does not involve crowdsourcing or human-subject experiments.837

Guidelines:838

• The answer [N/A] means that the paper does not involve crowdsourcing nor research839

with human subjects.840

• Including this information in the supplemental material is fine, but if the main contribu-841

tion of the paper involves human subjects, then as much detail as possible should be842

included in the main paper.843
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• According to the NeurIPS Code of Ethics, workers involved in data collection, curation,844

or other labor should be paid at least the minimum wage in the country of the data845

collector.846

15. Institutional review board (IRB) approvals or equivalent for research with human847

subjects848

Question: Does the paper describe potential risks incurred by study participants, whether849

such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)850

approvals (or an equivalent approval/review based on the requirements of your country or851

institution) were obtained?852

Answer: [N/A].853

Justification: The paper does not involve crowdsourcing or human-subject experiments, so854

IRB approval is not applicable.855

Guidelines:856

• The answer [N/A] means that the paper does not involve crowdsourcing nor research857

with human subjects.858

• Depending on the country in which research is conducted, IRB approval (or equivalent)859

may be required for any human subjects research. If you obtained IRB approval, you860

should clearly state this in the paper.861

• We recognize that the procedures for this may vary significantly between institutions862

and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the863

guidelines for their institution.864

• For initial submissions, do not include any information that would break anonymity (if865

applicable), such as the institution conducting the review.866

16. Declaration of LLM usage867

Question: Does the paper describe the usage of LLMs if it is an important, original, or868

non-standard component of the core methods in this research? Note that if the LLM is used869

only for writing, editing, or formatting purposes and does not impact the core methodology,870

scientific rigor, or originality of the research, declaration is not required.871

Answer: [Yes].872

Justification: LLMs are the experimental subjects of the paper; the model checkpoints, de-873

coding settings, prompts, activation-capture procedure, and hook interventions are described874

in Sections 3–6 and the appendix. Any LLM assistance used only for writing, editing, or875

formatting is not part of the scientific methodology.876

Guidelines:877

• The answer [N/A] means that the core method development in this research does not878

involve LLMs as any important, original, or non-standard components.879

• Please refer to our LLM policy in the NeurIPS handbook for what should or should not880

be described.881
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